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Project abstract:
The emergence of a crisis is often accompanied by unexpected events, uncertain
signals, malicious misinformation, and conflicting reports that must be collectively
interpreted and analyzed to understand the complex nature and scope of the
situation, and its potential implications for society. This research jointly conducted
between Aalto University and THL proposes to analyze and reconstruct crisis
narratives using mixed-methods, combining qualitative research for narrative
inquiry with computational data analytics of crisis discourses in news and social
media among diverse publics. The research will develop a narrative analysis of the
COVID-19 pandemic from February 2020 onwards in Finland (in relation to the global
discourse); this will serve as the primary case study for this project. In particular, the
research will highlight the key narratives, public anxieties, perceptions of risk,
misconceptions, values and trust in official guidelines, news/media coverage, and
the societal deliberations. It will primarily be focused around mobility restrictions
and social distancing measures imposed over distinct timeframes across the
unfolding trajectory of the crisis. This would offer a conceptual framework for risk
perception and trust in pandemic crisis situations for use by THL, though it could be
expanded to other crisis contexts. We will design a platform representing and
visualizing such information to engage decision-makers, front-line responders,
stakeholders, and the general public in making sense of crises and perceptions of
risk and trust. This will be based on the narrative analysis and participatory design
research conducted with stakeholders and public participants. The novel timeline-
based prototype tool will allow browsing, searching, and unraveling information for
selected crisis themes and narratives. Temporal interactive visualization of crisis
narrative threads will be used to support participatory narrative building and
multiple hypotheses, facilitate discovery of unusual patterns, and collaborative
sense-making. An evaluation of the platform with participants in a pilot study with
the THL will offer insights on how such temporal crisis narratives can be used for
making sense of perceptions of formal crisis communications, news/media
coverage, and informal social media engagement, while improving risk
communication and cooperative models for crisis preparedness and response.
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Reconstructing Crisis Narratives for Trustworthy
Communication and Cooperative Agency

1. General description of data

1.1 What kinds of data is your research based on? What data will be collected, produced or reused? What
file formats will the data be in? Additionally, give a rough estimate of the size of the data
produced/collected.

This research project seeks to collect data primarily from the following key sources:

Narratives of crisis as reported in local and global news media through public online articles and social media
posts.
Online forums and public discussions occurring in selected news websites and social media platforms such as
Twitter, Facebook, and Instagram.
Official public communication from THL and other key government agencies in Finland
Interviews conducted with selected stakeholders and participants about their experiences and perceptions of
crisis

The online discussion data on social media will be collected through publicly available Application Programming
Interfaces (APIs) provided by various news services and social media platforms. All data that involves private or
sensitive information will be anonymized carefully so that it will not allow the recognition of the identity of the social
media user.
Publicly available datasets curated by research institutes and universities may also be used for the project, an example
of which can be found here: https://mediafutureseu.github.io/datasets
The format of the online media content will be that amenable to computational analytics (most commonly JSON, YAML,
and CSV). Some aspects of the data may include images which will be collected separately and stored in their original
image formats.
Interviews will be conducted through focus group discussions and participatory workshops with a range of participants
including crisis managers, domain experts, journalists, first responders, and vulnerable communities. The interview
data will be captured in commonly used non-proprietary digital formats (text, audio and PDF).
The size of the data collected cannot be easily estimated at this time, as it depends on the duration of time (several
months to years) for the news, social media and public communications related to crisis, which the research team plans
to examine. Qualitative data from interviews will generally be limited to several dozen participants.
Qualitative data manually gathered will include online participant discussions and comments from THL’s public social
media channels (THL Facebook, THL Twitter). The data (comments) are collected into a text file (.doc, .pdf or .rtf file)
and will be anonymized; the final data would contain comments in text form, including date and possibly gender when
possible. We will strive to anonymize the social media data collected to ensure authors of publicly available posts
cannot be traced easily, though this may not always be feasible in all cases.
Based on interviews conducted, recorded audio files may be captured, which will be transcribed into a pseudonymized
text file (.doc, .pdf or .rtf file). Practice-based design research methods are used for collecting data, and their outcome
will include qualitative data, e.g. photos, illustrations and text files.
The master files for all THL data will be stored at THL, on a secured network drive, that Valtori (Government ICT Centre)
examines regarding the privacy policy, user administration and security. 

1.2 How will the consistency and quality of data be controlled?

Researchers will assess the consistency and quality of the online media content (both collected for the research
project through APIs or the publicly available datasets), as part of their manual review and computational analysis of
the data. The evaluations will be conducted in part using manual inspections of subsets of the data, as well as
automated processed using pre-defined validation criteria and test cases for data scraping of larger datasets during
the data collection process.
As for the interview transcripts, their quality will be controlled by the researchers conducting the interviews. Secondary
researchers will manually review portions of the transcripts, correlated with the original audio recordings of interviews,
to ensure the consistency and quality of data. The quality of THL’s social media, interview and design research data
will be evaluated as it is collected.
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2. Ethical and legal compliance

2.1 What legal issues are related to your data management? (For example, GDPR and other legislation
affecting data processing.)

Personal data gathered for the project through social media, news content, public communications, and interviews will
be anonymized where possible (though this is not always feasible for publicly available social media data) as part of
the process of data collection, analysis and archiving as per the research partners' data policies.
All participation in interviews is voluntary and individual participants will be asked to provide informed consent,
covering both research and data sharing. All participants will be de-identified in the data analysis process when
possible. The participants will be made aware of data collection policies and protocols, and subsequent analysis and
archiving for the project in accordance with GDPR guidelines. All participants will be legally competent adults; in cases
where youth are interviewed, consent from their guardians will be requested as well. No sensitive topics or personal
information will be addressed in interviews regarding the participants' racial or ethnic origin, religion or philosophical
beliefs, trade union membership, data concerning health, sexual orientation or activity, or genetic and biometric data
for identifying the person.
We will follow the Aalto and THL personal data policies for all identifiable human data collected:
https://www.aalto.fi/en/services/aalto-university-data-protection-policy
https://thl.fi/en/web/thlfi-en/research-and-expertwork/data-policy
Processing of all personal data will be handled according to Aalto's policies and guidelines:
https://www.aalto.fi/en/services/how-to-handle-personal-data-in-research
Our compliance with the requirements stipulated by the EU General Data Protection Regulation (GDPR), national data
protection legislation and other legislation that relates to the processing of personal data will be ensured as per the
data policy. The collected data will only be stored on systems meeting Aalto University or THL guidelines for personal
data storage. Ethical pre-approvals are not generally needed. 

For research undertaken with human participants, ethical approval will be requested by either Aalto Research Ethics
Committee or THL’s Ethical Committee depending on which party takes the lead in data gathering. Currently the human
participant research being jointly conducted by the research project is covered under THL's Ethical Committee
approval.

2.2 How will you manage the rights of the data you use, produce and share?

The anonymised data collected for the project by Aalto will only be made available under the Aalto Open Science and
Research Policy. Data will be collected in compliance with all intellectual property rights of the datasets used, as well as
with the terms and conditions of the social media platforms whose APIs we will utilize. 
The software and codebases created as part of the research project will be made available as open source, as per the
criteria under the Aalto Open Science and Research Policy. In most casses we will use the Creative Commons
Attribution 4.0 International (CC BY 4.0) as a recommended license for publishing datasets.
The rights for the anonymized data collected for the project will be defined in the co-operation agreement between
Aalto and THL. The ownership for data collected by THL will remain with THL and it is used and shared in accordance
with THL’s data management policy. THL will follow its organizational guidance and policies when sharing and
providing data usage rights.

3. Documentation and metadata

3.1 How will you document your data in order to make the data findable, accessible, interoperable and re-
usable for you and others?  What kind of metadata standards, README files or other documentation will
you use to help others to understand and use your data?

The data, APIs used, as well as the software and codebases developed for our analysis pipeline, will be well-
documented in accordance with FAIR principles (findable, accessible, interoperable and reusable) as needed depending
on the data and practices involved.
All the external software, data, and APIs will be supplemented by their corresponding documentation where possible.
Data involving possibilities for user identity recognition will not be published, however. This includes data such as
newspaper reader comments that include sensitive or personal information.
Our documentation will include cataloging metadata, i.e. the metadata required by our repository; information
necessary for understanding the data and code; and information on the automatic processing of the analysis pipeline.
Such documentation will be provided through text-based README files and CSV files with clear and useful headers,
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comments, and inline codes.
Description of the THL data will be published in the national Aineistokatalogi.
The metadata for interviews and other qualitative data will be defined by the themes in the data. The data will be
documented, controlled and named systematically and organized as agreed between THL and Aalto. All the codes used
in analyzing the data will be documented carefully, while the metadata and other necessary information will be shared
with researchers involved in the project.

4. Storage and backup during the research project

4.1 Where will your data be stored, and how will the data be backed up?

Aalto Data Storage: Data will be stored on Aalto University's network drives (https://scicomp.aalto.fi/aalto/aaltodata/).
This storage is free, shareable, snapshotted, and backed up to an offsite datacenter. Access is controlled via Aalto
accounts plus Unix groups. Additional copies of the data can only be made by the project members and must be
securely stored as per Aalto IT policies and guidelines. 
Aalto Data Management Process: An Aalto-hosted GitLab will be used for maintaining version control of our data and
code, which also provides another back-up archive of both the data and codebases. Additionally, Aalto University also
owns a Triton cluster, for high-performance computing and Big Data analysis. Triton will be our primary source of
computational power and storage.
THL Data Storage: The master copies of the THL data will be stored at THL, on a secured network drive, which Valtori
(Government ICT Centre) examines regarding the privacy policy, user administration and security. Back-ups are
automatically generated while user copies can be shared with Aalto as needed.
THL Data Management Process: The master copies will be stored in THL’s cData network drive and all the physical data
collected will be destroyed securely after revision period. Text files will be stored in THL’s groups network drive.
Data transfer between Aalto and THL: Researchers from both Aalto and THL will participate in conducting interviews
and design research. Consent forms will be stored at the respective organization by the PIs. Files may be shared
between Aalto and THL by using a secured file transfer service.
Processing of all personal data will be handled according to Aalto's policies and guidelines, esp. for transfer of data
between Aalto and THL:
https://www.aalto.fi/en/services/how-to-handle-personal-data-in-research
Risk assessment: The risks for data leaking from the servers to other parties are low. However, in the case of sensitive
or private information like social media user information, no private information will be stored. All private information
with a possibility og identity recognition will be anonymized before storing the data.
More specifically about Triton and security of data storage: Computing and data are strategic areas in Aalto University.
(Triton information provided by: Aalto Science-IT)
The university provides data management and computing solutions throughtout the data lifecycle. The university
provides free storage to researchers of essentially unlimited size, provided that the data is managed well. Data storage
includes 2PB of high-performance Lustre filesystem space connected directly to a computing cluster for efficient and
secure analysis, and 1PB of reliable, backed-up storage space for longer-term storage. Expert staff, both technical and
administrative, provide advice and hands-on support in data storage, computation, FAIR principles, data management
planning, as well as computation.
Data management is designed with a focus on security. Recommended storage locations are centrally located for
security. Computing nodes and data storage servers are physically located at CSC, Keilaranta 14, Espoo. The server
room is certified security level 3 (VAHTI-3) i.e. only authorized personnel with clearance are given access to it and
there is continuous camera surveillance. All data is access controlled by passwords and individual-level authorization,
and firewalled to university networks.

4.2 Who will be responsible for controlling access to your data, and how will secured access be
controlled?

The principal investigator at Aalto is Prof. Nitin Sawhney, who will manage overall data access policies and protocols.
Aalto University's cluster is only accessible within the university and the IT Centre for Science (CSC) networks through
a secure connection (using SSH). Access to the storage where the data reside is controlled via Aalto accounts and Unix
groups. The same procedure is applied to Aalto's version control system.
The principal investigator at THL is Jonas Sivelä who will grant access to THL’s network drives, in accordance with THL’s
data management policy. The data is handled only by the researchers in the project.
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5. Opening, publishing and archiving the data after the research project

5.1 What part of the data can be made openly available or published? Where and when will the data, or
its metadata, be made available?

We will make our anonymized data publicly available in compliance with the Terms of Services of news and social
media platforms whose data we will be using, and research partners' data policies. However, most of these platforms
prohibit the redistribution of the extracted data and therefore these online data cannot be published. This involves for
example social media users' private information, or reader comments with personal information; these will depend on
the research aims from the collaborative project as they emerge.
All datasets' metadata, however, excluding all personal information; scripts and code; and limited referential versions
of the data, tweets' IDs, for example, will be made publicly available, as needed, to support external review, validity
and analysis of the datasets. No private or sensitive information will be published, however, as described in the first
paragraph. We may make such metadata publicly available in the ACRIS Aalto Current Research Information System
and eventually in the national Etsin system.
All the shared data needs to be in accordance with the privacy, security, and safety terms of agreements of the
research partners and their own IT data services.
The data collected for the project by THL is not publicly available for privacy and security reasons. Based on the data,
public articles and reports will be published nationally and internationally. Access rights for the data are applied in
accordance with the practices of THL and Aalto. The description of the data will be published in the national
Aineistokatalogi which will also include information on secondary use of the data.

5.2 Where will data with long-term value be archived, and for how long?

The data with recognized long-term value will be archived in the national Fairdata PAS service provided by the Finnish
IT Center for Science. The anonymized data with recognized long-term value will be archived at the Finnish Social
Science Data Archive (FSD). The storage periods will be decided during the project.
The codes and scripts developed in the project, as well as the shareable data, will also be made available on public
code and data repositories, such as Github and Zenodo. Forms (informed consent form etc.) in paper format will be
destroyed securely after revision time. The digital material will be archived as long as the research data will be stored.
The storage period will be defined during the project.

6. Data management responsibilities and resources

6.1 Who (for example role, position, and institution) will be responsible for data management (i.e., the
data steward)?

Aalto University will take the primary responsibility for most of the data collected and archived for analysis and public
dissemination for this research project, while THL will manage data collected by its researchers for internal review and
analysis, a portion of which may be shared with Aalto University in an anonymized and excerpted or summarized form
as per the THL data protocols and guidelines.
Aalto University is responsible for implementing the DMP and for ensuring that it is reviewed and, if necessary, revised
on a regular basis. After the project has ended, Aalto University will be responsible for archiving and disseminating
the resulting data as needed. Aalto University PI Prof. Nitin Sawhney will manage overall data access policies and
protocols for Aalto's responsibiliites, while THL PI Jonas Sivelä will ensure similar policieas are handled for THL.

6.2 What resources will be required for your data management procedures to ensure that the data can be
opened and preserved according to FAIR principles (Findable, Accessible, Interoperable, Re-usable)?

Data storage, computational specifications, and software needed for the project are offered by Aalto University's IT
services, such as the Triton cluster discussed previously, and the IT Centre for Science (CSC). Both Aalto and CSC
provide guidelines as to how to produce reusable, interoperable implementations and analyses. 
Aalto University's version control system (https://version.aalto.fi), as well as one provided by Github, are at our disposal
to make our code and datasets accessible and findable. 
Data description for data gathered by THL will be published in the national Aineistokatalogi.
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